

    
      
          
            
  
Welcome to aiobitcoin’s documentation!

Bitcoin is a cryptocurrency, a form of electronic cash.
It is a decentralized digital currency without a central
bank or single administrator that can be sent from user to
user on the peer-to-peer bitcoin network without the need
for intermediaries.

Transactions are verified by network nodes through
cryptography and recorded in a public distributed ledger
called a blockchain. Bitcoin was invented by an unknown
person or group of people using the name, Satoshi Nakamoto,
and released as open-source software in 2009. Bitcoins are
created as a reward for a process known as mining. They can
be exchanged for other currencies, products, and services.
Research produced by University of Cambridge estimates that
in 2017, there were 2.9 to 5.8 million unique users using a
cryptocurrency wallet, most of them using bitcoin.

Bitcoin has been criticized for its use in illegal
transactions, its high electricity consumption, price
volatility, thefts from exchanges, and the possibility
that bitcoin is an economic bubble. Bitcoin has also
been used as an investment, although several regulatory
agencies have issued investor alerts about bitcoin.


About this Library

This is a simple library that provides methods for
working with Bitcoin daemon JSON-RPC.
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Installation

Linux requirements:

sudo apt install python-dev python3-dev
sudo apt install libssl-dev





Install with pip:

pip3 install aiobitcoin





Install manually:

git clone https://github.com/mkbeh/aiobitcoin
cd aiobitcoin
python3 setup.py install install --user





Upgrade

pip3 install aiobitcoin --user --upgrade








          

      

      

    

  

    
      
          
            
  
Quickstart

Create `Blockchain` object and get some info:

import asyncio
from aiobitcoin.blockchain import Blockchain


async def foo():
    blockchain = Blockchain(url='http://alice:bob@127.0.0.1:18332')
    difficulty = await blockchain.get_difficulty()
    block_count = await blockchain.get_block_count()
    print(difficulty)
    print(block_count)
    await blockchain.close_session()

ioloop = asyncio.get_event_loop()
ioloop.run_until_complete(foo())





or use the same with context manager:

import asyncio
from aiobitcoin.blockchain import Blockchain


async def foo():
    async with Blockchain(url='http://alice:bob@127.0.0.1:18332') as blockchain:
        difficulty = await blockchain.get_difficulty()
        block_count = await blockchain.get_block_count()
        print(difficulty)
        print(block_count)


ioloop = asyncio.get_event_loop()
ioloop.run_until_complete(foo())





Working with bip32:

from aiobitcoin.tools import bip32
from aiobitcoin.tools.bip32 import MAINNET_PRV, TESTNET_PRV
from aiobitcoin.tools.key.Key import Key
from aiobitcoin.mnemonic import Mnemonic

# -- Generate mnemonic phrase --
ceed = Mnemonic().generate(encoding=False)

# ... Output: rebel swear tomorrow burger cave giraffe ...


# -- Generate master keys from ceed for BTC mainnet and testnet --
testnet_mxpriv = bip32.xmprv_from_seed(ceed, TESTNET_PRV)
# ... Output: tprv8ZgxMBicQKsPe6tqMpq6qyzFoFSr3cgh...

mainnet_mxpriv = bip32.xmprv_from_seed(ceed, MAINNET_PRV)
# ... Output: xprv9s21ZrQH143K4Q9MazKYy5Kuck31yFeT...

# -- Generate master public keys from master private key --
testnet_mxpub = bip32.xpub_from_xprv(testnet_mxpriv)
mainnet_mxpub = bip32.xpub_from_xprv(mainnet_mxpriv)

# ... Output: tpubD6NzVbkrYhZ4X5ghC8mzzsGuMQCxEmnh5Y...
# ... Output: xpub661MyMwAqRbcFHVqjwnunwwY2H7JFPHdXv...

# -- Transform master private key to WIF format and getting address of master key --
key = Key.from_text(mainnet_mxpriv)

wif = key.wif()
# ... Output: L4PEssMfRgHvmpyEGxHJkFVcNWeQvZiySNMAa...

addr = key.address()
# ... Output: 1BGLari4SCxGXoJib27C8pAL6Ef3pFqswD

# -- Create sub key by custom derive path --
subkey = key.subkey_for_path('1/0/{}'.format(11))

addr = subkey.address(use_uncompressed=False)
wif = subkey.wif()








          

      

      

    

  

    
      
          
            
  
Examples


JSON-RPC interaction

Basic usage:

import asyncio
from aiobitcoin.blockchain import Blockchain


async def foo():
    blockchain = Blockchain(url='http://alice:bob@127.0.0.1:18332')
    difficulty = await blockchain.get_difficulty()
    block_count = await blockchain.get_block_count()
    print(difficulty)
    print(block_count)
    await blockchain.close_session()

ioloop = asyncio.get_event_loop()
ioloop.run_until_complete(foo())





Basic usage with context manager:

import asyncio
from aiobitcoin.blockchain import Blockchain


async def foo():
    async with Blockchain(url='http://alice:bob@127.0.0.1:18332') as blockchain:
        difficulty = await blockchain.get_difficulty()
        block_count = await blockchain.get_block_count()
        print(difficulty)
        print(block_count)


ioloop = asyncio.get_event_loop()
ioloop.run_until_complete(foo())





Another way to usage:

import asyncio
from aiobitcoin.grambitcoin import GramBitcoin
from aiobitcoin.blockchain import Blockchain


async def baz():
    # Create gram objects.
    gram = GramBitcoin(session_required=True)

    # Get some single info.
    blockchain = Blockchain(url='http://alice:bob@127.0.0.1:18332', gram=gram)
    result = await blockchain.get_block_count()
    print(result)

    # Close sessions.
    await gram.close_session()





How to call methods asynchronously:

async def multi(obj):
    result = await obj.get_block_count()
    print(result)


async def baz():
    # Create Network objects with sessions.
    objs = [Blockchain(url='http://alice:bob@127.0.0.1:18332') for _ in range(100)]

    # Call methods asynchronously
    await asyncio.gather(
        *(multi(obj) for obj in objs)
    )

    # Close sessions
    [await obj.close_session() for obj in objs]





Another example of how to call methods asynchronously:

This method is less productive than the previous
one by about 25%, but more elegant :)

import asyncio
from aiobitcoin.blockchain import Blockchain


async def multi(obj):
    result = await obj.get_block_count()
    print(result)


async def baz():
    async with Blockchain(url='http://alice:bob@127.0.0.1:18332') as blockchain:
        await asyncio.gather(
            *(multi(blockchain) for _ in range(100))
        )





Another way to get some info:

import asyncio
from aiobitcoin.grambitcoin import GramBitcoin
from aiobitcoin.blockchain import Blockchain


async def baz():
    # Create gram object with `session_required=True`.
    gram = GramBitcoin(url='http://alice:bob@127.0.0.1:18332', session_required=True)

    # Pass the `gram` object to the `Blockchain` class constructor.
    blockchain = Blockchain(gram=gram)

    # Get info.
    result = await blockchain.get_block_count()
    print(result)

    # Close session.
    await gram.close_session()





How convenient to get various information using
the `GramBitcoin`:

import asyncio
from aiobitcoin.grambitcoin import GramBitcoin
from aiobitcoin.blockchain import Blockchain
from aiobitcoin.network import Network


async def baz():
    # Create gram object with `session_required=True`.
    gram = GramBitcoin(url='http://alice:bob@127.0.0.1:18332', session_required=True)

    # Pass the `gram` object to the `Blockchain` class constructor.
    blockchain = Blockchain(gram=gram)
    network = Network(gram=gram)

    # Get info.
    result = await blockchain.get_block_count()
    print(result)

    # Get another info.
    another_result = await network.get_peer_info(to_list=True)
    print(another_result)

    # Close session.
    await gram.close_session()





Get single data and then get multi data
asynchronously using `GramBitcoin`

import asyncio
from aiobitcoin.grambitcoin import GramBitcoin
from aiobitcoin.blockchain import Blockchain
from aiobitcoin.network import Network
from aiobitcoin.bitcoinerrors import NoConnectionToTheDaemon


async def multi(obj):
    result = await obj.get_peer_info()
    print(result)


async def baz():
    # Create grams objects.
    grams = [GramBitcoin(url='http://alice:bob@127.0.0.1:18332', session_required=True)
             for _ in range(10)]

    # Try to get some single info.
    try:
        blockchain = Blockchain(gram=grams[0])
        result = await blockchain.get_block_count()
        print(result)
    except NoConnectionToTheDaemon:
        pass

    # Get another info asynchronously.
    objs = [Network(gram=gram) for gram in grams]
    await asyncio.gather(
        *(multi(obj) for obj in objs)
    )

    # Close sessions.
    [await gram.close_session() for gram in grams]







Mnemonic phrase generation

from aiobitcoin.mnemonic import Mnemonic
ceed = Mnemonic().generate(encoding=False)

# ... Output: rebel swear tomorrow burger cave giraffe ...







bip32

Getting master private key from mnemonic phrase:

from aiobitcoin.tools import bip32
from aiobitcoin.tools.bip32 import MAINNET_PRV, TESTNET_PRV


testnet_mxpriv = bip32.xmprv_from_seed(ceed, TESTNET_PRV)
# ... Output: tprv8ZgxMBicQKsPe6tqMpq6qyzFoFSr3cgh...

mainnet_mxpriv = bip32.xmprv_from_seed(ceed, MAINNET_PRV)
# ... Output: xprv9s21ZrQH143K4Q9MazKYy5Kuck31yFeT...





Getting master public key from master private key:

from aiobitcoin.tools import bip32

testnet_mxpub = bip32.xpub_from_xprv(testnet_mxpriv)
mainnet_mxpub = bip32.xpub_from_xprv(mainnet_mxpriv)

# ... Output: tpubD6NzVbkrYhZ4X5ghC8mzzsGuMQCxEmnh5Y...
# ... Output: xpub661MyMwAqRbcFHVqjwnunwwY2H7JFPHdXv...







Key tool interaction

Key tool basic usage:

from aiobitcoin.tools.key.Key import Key

key = Key.from_text(mainnet_mxpriv)

wif = key.wif()
# ... Output: L4PEssMfRgHvmpyEGxHJkFVcNWeQvZiySNMAa...

addr = key.address()
# ... Output: 1BGLari4SCxGXoJib27C8pAL6Ef3pFqswD

child_index = key.child_index()
# ... Output: 0

mxpub = key.hwif()
# ... Output: xpub661MyMwAqRbcFi4Mh1uhDohwNygiiNuf2C...

hex_mpriv = key.sec_as_hex()
# ... Output: 02d823155a8336b2eb3bfc5536199aec11993e...

sec_mpriv = key.sec()
# ... Output: b'\x02\xd8#\x15Z\x836\xb2\xeb;\xfcU6\x...'

tree_depth = key.tree_depth()
# ... Output: 0





Creating sub keys by custom derivation path:

subkey = key.subkey_for_path('1/0/{}'.format(11))

addr = subkey.address(use_uncompressed=False)
wif = subkey.wif()
child_index = subkey.child_index()
tree_depth = subkey.tree_depth()

# ... addr: 1KgUQ9GFrQRh2fLX2WfXPdipKsTSDyZeqr
# ... wif: KzRLKBHTNo15FFnQNE4d5iniK85EgDqBaaM4FURme5LmMiYk7nhz
# ... child_index: 11
# ... tree_depth: 3






Note

The addresses and WIF keys obtained by the above methods can be easily imported into the Bitcoin Core.







          

      

      

    

  

    
      
          
            
  
API



	aiobitcoin.tools
	aiobitcoin.tools.key package
	aiobitcoin.tools.key.BIP32Node module

	aiobitcoin.tools.key.Key module





	aiobitcoin.tools.bip32 module










aiobitcoin.mnemonic module


	
class aiobitcoin.mnemonic.Mnemonic(language='english')[source]

	Bases: object


	
static checksum(data)[source]

	Calculates checksum for given data key


	Parameters

	data (bytes, hexstring) – key string



	Return str

	Checksum of key in bits










	
generate(strength=128, add_checksum=True, encoding=True)[source]

	Generate a random Mnemonic key

Uses cryptographically secure os.urandom() function to generate data. Then creates a Mnemonic sentence with
the ‘to_mnemonic’ method.
:param strength: Key strength in number of bits, default is 128 bits. It advised to specify 128 bits or more,
i.e.: 128, 256, 512 or 1024
:type strength: int
:param add_checksum: Included a checksum? Default is True
:type add_checksum: bool
:param encoding
:type encoding: bool


	Return str

	Mnemonic passphrase consisting of a space seperated list of words










	
to_mnemonic(data, add_checksum=True, check_on_curve=True)[source]

	Convert key data entropy to Mnemonic sentence


	Parameters

	
	data (bytes, hexstring) – Key data entropy


	add_checksum (bool) – Included a checksum? Default is True


	check_on_curve – Check if data integer value is on secp256k1 curve. Should be enabled when not








testing and working with crypto
:type check_on_curve: bool


	Return str

	Mnemonic passphrase consisting of a space seperated list of words















aiobitcoin.grambitcoin module


	
class aiobitcoin.grambitcoin.GramBitcoin(url=None, read_timeout=20, session_required=False)[source]

	Bases: object

This class is needed to create a session and then transfer the class
instance with already active session to other classes , in order to
avoid creating multiple sessions. RPC-API https://bitcoincore.org/en/doc/0.17.0/


	Parameters

	
	url (optional) (str) – Node URI in format http://alice:bob@127.0.0.1:18332


	read_timeout (20) (int) – Request operations timeout


	session_required (optional) (object) – Will create session or not








Important note:
if you create an instance of this class, then you need to pass the
session_required parameter with the value True. It is not necessary to pass
the url parameter, if you do not pass it, then do not forget to pass the url
to other classes to which you intend to pass an object of this class.


	
call_method(method, *args)[source]

	




	
check_gram(gram)[source]

	




	
static check_url(url, gram)[source]

	




	
close_session()[source]

	









aiobitcoin.blockchain module


	
class aiobitcoin.blockchain.Blockchain(url=None, gram=None, read_timeout=20)[source]

	Bases: aiobitcoin.grambitcoincommon.GramBitcoinCommon

Methods from Blockchain section https://bitcoincore.org/en/doc/0.17.0/.


	Parameters

	
	url (optional) (str) – Node URI in format http://alice:bob@127.0.0.1:18332


	gram (optional) (object) – GramBitcoin object


	read_timeout (20) (int) – Request operations timeout








Note: You must pass at least one parameter or url or gram (with active session).


	
get_block_count() → int[source]

	
	Returns

	Returns the number of blocks in the longest blockchain.










	
get_blockchain_info() → dict[source]

	Provides information about the current state of the block chain.
:return: full blockchain information.






	
get_difficulty()[source]

	
	Returns

	Returns the proof-of-work difficulty as a multiple of the minimum difficulty.










	
get_mempool_info()[source]

	
	Returns

	Returns details on the active state of the TX memory pool.















aiobitcoin.network module


	
class aiobitcoin.network.Network(url=None, gram=None, read_timeout=20)[source]

	Bases: aiobitcoin.grambitcoincommon.GramBitcoinCommon

Methods from Network section https://bitcoincore.org/en/doc/0.17.0/.


	Parameters

	
	url (optional) (str) – Node URI in format http://alice:bob@127.0.0.1:18332


	gram (optional) (object) – GramBitcoin object


	read_timeout (20) (int) – Request operations timeout








Note: You must pass at least one parameter or url or gram (with active session).


	
clear_banned() → None[source]

	Clear all banned IPs.
:return: None






	
get_network_info() → dict[source]

	
	Returns

	Returns an object containing various state info regarding P2P networking.










	
get_peer_info(to_list: bool = True) → list[source]

	
	Parameters

	to_list – will return list or genexpr



	Returns

	Returns data about each connected network node as a json array of objects.










	
list_banned(to_list: bool = True) → list[source]

	
	Parameters

	to_list – 



	Returns

	List all banned IPs/Subnets.










	
ping() → None[source]

	Requests that a ping be sent to all other nodes, to measure ping time.
Results provided in getpeerinfo, pingtime and pingwait fields are decimal seconds.
Ping command is handled in queue with all other commands, so it measures processing backlog, not just
network ping.
:return: None






	
set_ban(subnet: str, command: str = 'add', bantime: int = 0, absolute: bool = False) → aiobitcoin.bitcoinerrors.InvalidIpOrSubnet[source]

	Attempts to add or remove an IP/Subnet from the banned list.
:param subnet: The IP/Subnet (see getpeerinfo for nodes IP) with an optional netmask
(default is /32 = single IP)
:param command: ‘add’ to add an IP/Subnet to the list, ‘remove’ to remove an IP/Subnet from the list
:param bantime: Time in seconds how long (or until when if [absolute] is set) the IP is banned
(0 or empty means using the default time of 24h which can also be overwritten by the -bantime startup argument)
:param absolute: If set, the bantime must be an absolute timestamp in seconds since epoch (Jan 1 1970 GMT)
:return: None











aiobitcoin.util module


	
class aiobitcoin.util.Util(url=None, gram=None, read_timeout=20)[source]

	Bases: aiobitcoin.grambitcoincommon.GramBitcoinCommon

Methods from Util section https://bitcoincore.org/en/doc/0.17.0/.


	Parameters

	
	url (optional) (str) – Node URI in format http://alice:bob@127.0.0.1:18332


	gram (optional) (object) – GramBitcoin object


	read_timeout (20) (int) – Request operations timeout








Note: You must pass at least one parameter or url or gram (with active session).


	
validate_address(addr: str) → bool[source]

	Return information about the given bitcoin address.
:param addr: bitcoin address
:return: boolean value











aiobitcoin.wallet module


	
class aiobitcoin.wallet.Wallet(url=None, gram=None, read_timeout=20)[source]

	Bases: aiobitcoin.grambitcoincommon.GramBitcoinCommon

Methods from Wallet section https://bitcoincore.org/en/doc/0.17.0/.


	Parameters

	
	url (optional) (str) – Node URI in format http://alice:bob@127.0.0.1:18332


	gram (optional) (object) – GramBitcoin object


	read_timeout (20) (int) – Request operations timeout








Note: You must pass at least one parameter or url or gram (with active session).


	
get_balance() → float[source]

	Returns the total available balance.
:return: total balance






	
import_address(addr: str, rescan: bool = False) → aiobitcoin.bitcoinerrors.PrivateKeyForThisAddressAlreadyInWallet[source]

	Adds an address or script (in hex) that can be watched as if it were in your wallet but cannot be used to spend.
:param addr: bitcoin address
:param rescan: activate rescanning blockchain after importing
:return: boolean value






	
import_priv_key(wif: str) → aiobitcoin.bitcoinerrors.InvalidPrivateKeyEncoding[source]

	Adds a private key (as returned by dumpprivkey) to your wallet.
:param wif: bitcoin private key
:return: boolean value






	
list_transactions(count: int = 100, include_watchonly: bool = True, to_list: bool = True) → list[source]

	Returns up to ‘count’ most recent transactions.
:param count: The number of transactions to return
:param include_watchonly: Include transactions to watch-only addresses
:param to_list: will return list or genexpr
:return: list of transactions






	
rescan_blockchain(days_ago: int, full_rescan: bool = False) → bool[source]

	Rescan the local blockchain for wallet related transactions.
:param days_ago: how many days the blockchain rescanning will pass
:param full_rescan: blockchain rescanning will start from block 1
:return: boolean value






	
send_to_address(addr: str, amount: int) → aiobitcoin.bitcoinerrors.InvalidAddress[source]

	Send an amount to a given address.
:param addr: Bitcoin address
:param amount: amount to send
:return: tx hash











aiobitcoin.bitcoinerrors module


	
exception aiobitcoin.bitcoinerrors.IncorrectCreds(uri)[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

Login or password in URI is incorrect.






	
exception aiobitcoin.bitcoinerrors.InvalidAddress(error_msg='')[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

Invalid address.






	
exception aiobitcoin.bitcoinerrors.InvalidIpOrSubnet(error_msg='')[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

Invalid ip or subnet.






	
exception aiobitcoin.bitcoinerrors.InvalidPrivateKeyEncoding(error_msg='')[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

Invalid private key encoding.






	
exception aiobitcoin.bitcoinerrors.NoConnectionToTheDaemon(error_msg)[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

There is no connection to the daemon.






	
exception aiobitcoin.bitcoinerrors.PrivateKeyForThisAddressAlreadyInWallet(error_msg='')[source]

	Bases: aiobitcoin.bitcoinerrors._BitcoinErrors

Private key for address is already in wallet.









          

      

      

    

  

    
      
          
            
  
aiobitcoin.tools



	aiobitcoin.tools.key package
	aiobitcoin.tools.key.BIP32Node module

	aiobitcoin.tools.key.Key module










aiobitcoin.tools.bip32 module

BIP32 Hierarchical Deterministic Wallet functions.

A deterministic wallet is a hash-chain of private/public key pairs that
derives from a single root, which is the only element requiring backup.
Moreover, there are schemes where public keys can be calculated without
accessing private keys.

A hierarchical deterministic wallet is a tree of multiple hash-chains,
derived from a single root, allowing for selective sharing of keypair
chains.

Here, the HD wallet is implemented according to BIP32 bitcoin standard
https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki.


	
aiobitcoin.tools.bip32.xmprv_from_seed(seed: Union[str, bytes], version: Union[str, bytes], decode: bool = True) → bytes[source]

	derive the master extended private key from the seed






	
aiobitcoin.tools.bip32.xpub_from_xprv(xprv: Union[str, bytes], decode: bool = True) → bytes[source]

	Neutered Derivation (ND)

Computation of the extended public key corresponding to an extended
private key (“neutered” as it removes the ability to sign transactions)









          

      

      

    

  

    
      
          
            
  
aiobitcoin.tools.key package


aiobitcoin.tools.key.BIP32Node module

A BIP0032-style hierarchical wallet.

Implement a BIP0032-style hierarchical wallet which can create public
or private wallet keys. Each key can create many child nodes. Each node
has a wallet key and a corresponding private & public key, which can
be used to generate Bitcoin addresses or WIF private keys.

At any stage, the private information can be stripped away, after which
descendants can only produce public keys.

Private keys can also generate “hardened” children, which cannot be
generated by the corresponding public keys. This is useful for generating
“change” addresses, for example, which there is no need to share with people
you give public keys to.


	
class aiobitcoin.tools.key.BIP32Node.BIP32Node(netcode, chain_code, depth=0, parent_fingerprint=b'x00x00x00x00', child_index=0, secret_exponent=None, public_pair=None)[source]

	Bases: aiobitcoin.tools.key.Key.Key

This is a deterministic wallet that complies with BIP0032
https://en.bitcoin.it/wiki/BIP_0032


	
as_text(as_private=False)

	Yield a 111-byte string corresponding to this node.






	
chain_code()[source]

	




	
child_index()[source]

	




	
children(max_level=50, start_index=0, include_hardened=True)[source]

	




	
fingerprint()[source]

	




	
classmethod from_hwif(b58_str, allow_subkey_suffix=True)[source]

	Generate a Wallet from a base58 string in a standard way.






	
classmethod from_master_secret(master_secret, netcode='BTC')[source]

	Generate a Wallet from a master password.






	
classmethod from_wallet_key(b58_str, allow_subkey_suffix=True)

	Generate a Wallet from a base58 string in a standard way.






	
hwif(as_private=False)[source]

	Yield a 111-byte string corresponding to this node.






	
parent_fingerprint()[source]

	




	
public_copy()[source]

	Yield the corresponding public node for this node.






	
serialize(as_private=None)[source]

	Yield a 78-byte binary blob corresponding to this node.






	
subkey(i=0, is_hardened=False, as_private=None)[source]

	Yield a child node for this node.

i: the index for this node.
is_hardened: use “hardened key derivation”. That is, the public version


of this node cannot calculate this child.




as_private: set to True to get a private subkey.






	
subkey_for_path(path)[source]

	
	path: a path of subkeys denoted by numbers and slashes. Use H or p

	for private key derivation. End with .pub to force the key
public.



	Examples: 1H/5/2/1 would call subkey(i=1, is_hardened=True)

	.subkey(i=5).subkey(i=2).subkey(i=1) and then yield the
private key 0/0/458.pub would call subkey(i=0).subkey(i=0)
.subkey(i=458) and then yield the public key





You should choose one of the H or p convention for private key
derivation and stick with it.






	
subkeys(path)[source]

	A generalized form that can return multiple subkeys.






	
tree_depth()[source]

	




	
wallet_key(as_private=False)

	Yield a 111-byte string corresponding to this node.










	
exception aiobitcoin.tools.key.BIP32Node.PublicPrivateMismatchError[source]

	Bases: Exception







aiobitcoin.tools.key.Key module


	
exception aiobitcoin.tools.key.Key.InvalidPublicPairError[source]

	Bases: ValueError






	
exception aiobitcoin.tools.key.Key.InvalidSecretExponentError[source]

	Bases: ValueError






	
class aiobitcoin.tools.key.Key.Key(secret_exponent=None, public_pair=None, hash160=None, prefer_uncompressed=None, is_compressed=None, is_pay_to_script=False, netcode=None)[source]

	Bases: object


	
address(use_uncompressed=None)[source]

	Return the public address representation of this key, if available.
If use_uncompressed is not set, the preferred representation is returned.






	
as_text()[source]

	Return a textual representation of this key.






	
bitcoin_address(use_uncompressed=None)

	Return the public address representation of this key, if available.
If use_uncompressed is not set, the preferred representation is returned.






	
classmethod from_sec(sec, netcode=None)[source]

	Create a key from an sec bytestream (which is an encoding of a public pair).






	
classmethod from_text(text, is_compressed=False)[source]

	This function will accept a BIP0032 wallet string, a WIF, or a bitcoin address.

The “is_compressed” parameter is ignored unless a public address is passed in.






	
hash160(use_uncompressed=None)[source]

	Return the hash160 representation of this key, if available.
If use_uncompressed is not set, the preferred representation is returned.






	
is_private()[source]

	




	
netcode()[source]

	Return the netcode






	
public_copy()[source]

	




	
public_pair()[source]

	Return a pair of integers representing the public key (or None).






	
sec(use_uncompressed=None)[source]

	Return the SEC representation of this key, if available.
If use_uncompressed is not set, the preferred representation is returned.






	
sec_as_hex(use_uncompressed=None)[source]

	Return the SEC representation of this key as hex text.
If use_uncompressed is not set, the preferred representation is returned.






	
secret_exponent()[source]

	Return an integer representing the secret exponent (or None).






	
sign(h)[source]

	Return a der-encoded signature for a hash h.
Will throw a RuntimeError if this key is not a private key






	
subkey(path_to_subkey)[source]

	Return the Key corresponding to the hierarchical wallet’s subkey






	
subkeys(path_to_subkeys)[source]

	Return an iterator yielding Keys corresponding to the
hierarchical wallet’s subkey path (or just this key).






	
verify(h, sig)[source]

	Return whether a signature is valid for hash h using this key.






	
wif(use_uncompressed=None)[source]

	Return the WIF representation of this key, if available.
If use_uncompressed is not set, the preferred representation is returned.
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  Source code for aiobitcoin.bitcoinerrors

# -*- coding: utf-8 -*-


class _BitcoinErrors(Exception):
    def __init__(self, error_msg=''):
        Exception.__init__(self, f'{error_msg}')


[docs]class InvalidPrivateKeyEncoding(_BitcoinErrors):
    """
    Invalid private key encoding.
    """
    pass



[docs]class PrivateKeyForThisAddressAlreadyInWallet(_BitcoinErrors):
    """
    Private key for address is already in wallet.
    """
    pass



[docs]class InvalidAddress(_BitcoinErrors):
    """
    Invalid address.
    """
    pass



[docs]class InvalidIpOrSubnet(_BitcoinErrors):
    """
    Invalid ip or subnet.
    """
    pass



[docs]class NoConnectionToTheDaemon(_BitcoinErrors):
    """
    There is no connection to the daemon.
    """
    def __init__(self, error_msg):
        super().__init__(error_msg=error_msg)



[docs]class IncorrectCreds(_BitcoinErrors):
    """
    Login or password in URI is incorrect.
    """
    def __init__(self, uri):
        super().__init__(error_msg=f'RPC on {uri} is alive, but RPC credentials are incorrect.')






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.blockchain

# -*- coding: utf-8 -*-
from .grambitcoincommon import GramBitcoinCommon
from .bitcoinerrors import _BitcoinErrors


[docs]class Blockchain(GramBitcoinCommon):
    """
    Methods from `Blockchain` section https://bitcoincore.org/en/doc/0.17.0/.

    :param str url (optional):          Node URI in format http://alice:bob@127.0.0.1:18332
    :param object gram (optional):      GramBitcoin object
    :param int read_timeout (20):       Request operations timeout

    Note: You must pass at least one parameter or `url` or `gram` (with active session).
    """
    def __init__(self, url=None, gram=None, read_timeout=20):
        super().__init__(url=url, gram=gram, read_timeout=read_timeout)

    @staticmethod
    async def _check_error(error):
        if error:
            raise _BitcoinErrors(error)

[docs]    async def get_blockchain_info(self) -> dict:
        """
        Provides information about the current state of the block chain.
        :return: full blockchain information.
        """
        return (
            await self.call_method('getblockchaininfo')
        )['result']


[docs]    async def get_block_count(self) -> int:
        """
        :return: Returns the number of blocks in the longest blockchain.
        """
        response = await self.call_method('getblockcount')
        await self._check_error(response['error'])

        return response['result']


[docs]    async def get_difficulty(self):
        """
        :return: Returns the proof-of-work difficulty as a multiple of the minimum difficulty.
        """
        return (
            await self.call_method('getdifficulty')
        )['result']


[docs]    async def get_mempool_info(self):
        """
        :return: Returns details on the active state of the TX memory pool.
        """
        return (
            await self.call_method('getmempoolinfo')
        )['result']






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.grambitcoin

# -*- coding: utf-8 -*-
import aiohttp
import ujson

from asyncio.futures import TimeoutError
from aiohttp.client_exceptions import ContentTypeError, InvalidURL, ServerDisconnectedError, ClientConnectorError

from .bitcoinerrors import *


[docs]class GramBitcoin:
    """
    This class is needed to create a session and then transfer the class
    instance with already active session to other classes , in order to
    avoid creating multiple sessions. RPC-API https://bitcoincore.org/en/doc/0.17.0/

    :param str url (optional):                      Node URI in format http://alice:bob@127.0.0.1:18332
    :param int read_timeout (20):                   Request operations timeout
    :param object session_required (optional):      Will create session or not

    Important note:
    if you create an instance of this class, then you need to pass the
    session_required parameter with the value True. It is not necessary to pass
    the url parameter, if you do not pass it, then do not forget to pass the url
    to other classes to which you intend to pass an object of this class.
    """

    def __init__(self, url=None, read_timeout=20, session_required=False):
        self.url = url
        self._session_required = session_required
        self.session = None
        self.read_timeout = read_timeout

        self._check_session_required()

    async def __aenter__(self):
        return self

    async def __aexit__(self, exc_type, exc_val, exc_tb):
        await self.close_session()

    def _check_session_required(self):
        if self._session_required:
            self.session = aiohttp.ClientSession(read_timeout=self.read_timeout, json_serialize=ujson.dumps)

[docs]    def check_gram(self, gram):
        if not gram:
            return aiohttp.ClientSession(read_timeout=self.read_timeout, json_serialize=ujson.dumps)
        else:
            return gram.session


[docs]    @staticmethod
    def check_url(url, gram):
        if not url:
            return gram.url

        return url


[docs]    async def call_method(self, method, *args):
        headers = {'Content-Type': 'application/json'}
        data = {'jsonrpc': '1.0', 'method': f'{method}', 'params': args}

        try:
            response = await self.session.post(url=self.url, headers=headers, data=ujson.dumps(data))
        except (ServerDisconnectedError, TimeoutError):
            await self.close_session()
            raise NoConnectionToTheDaemon(f'No connection to the daemon {self.url}.')
        except ClientConnectorError:
            raise NoConnectionToTheDaemon(f'Cannot connect to host {self.url}.')
        except InvalidURL:
            raise InvalidURL(url=self.url)
        else:
            try:
                return await response.json()
            except ContentTypeError:
                raise IncorrectCreds(uri=self.url)


[docs]    async def close_session(self):
        await self.session.close()






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.mnemonic

# -*- coding: utf-8 -*-

#    BitcoinLib - Python Cryptocurrency Library
#    MNEMONIC class for BIP0039 Mnemonic Key management
#    © 2016 - 2018 June - 1200 Web Development <http://1200wd.com/>
#    © 2019 July - mkbeh
#
#    This program is free software: you can redistribute it and/or modify
#    it under the terms of the GNU Affero General Public License as
#    published by the Free Software Foundation, either version 3 of the
#    License, or (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU Affero General Public License for more details.
#
#    You should have received a copy of the GNU Affero General Public License
#    along with this program.  If not, see <http://www.gnu.org/licenses/>.

import hashlib

from aiobitcoin.encoding import change_base, normalize_string, to_bytes
from aiobitcoin.config.config import *
from aiobitcoin.config.secp256k1 import *


[docs]class Mnemonic:
    def __init__(self, language=DEFAULT_LANGUAGE):
        """
        Init Mnemonic class and read wordlist of specified language

        :param language: use specific wordlist, i.e. chinese, dutch (in development), english, french, italian,
        japanese or spanish. Leave empty for default 'english'
        :type language: str

        """
        self._wordlist = []

        with open(os.path.join(WORDLIST_DIR, '%s.txt' % language)) as f:
            self._wordlist = [w.strip() for w in f.readlines()]

[docs]    @staticmethod
    def checksum(data):
        """
        Calculates checksum for given data key

        :param data: key string
        :type data: bytes, hexstring

        :return str: Checksum of key in bits
        """
        data = to_bytes(data)

        if len(data) % 4 > 0:
            raise ValueError('Data length in bits should be divisible by 32, but it is not (%d bytes = %d bits).' %
                             (len(data), len(data) * 8))

        tx_hash = hashlib.sha256(data).digest()
        return change_base(tx_hash, 256, 2, 256)[:len(data) * 8 // 32]


[docs]    def to_mnemonic(self, data, add_checksum=True, check_on_curve=True):
        """
        Convert key data entropy to Mnemonic sentence

        :param data: Key data entropy
        :type data: bytes, hexstring
        :param add_checksum: Included a checksum? Default is True
        :type add_checksum: bool
        :param check_on_curve: Check if data integer value is on secp256k1 curve. Should be enabled when not
        testing and working with crypto
        :type check_on_curve: bool

        :return str: Mnemonic passphrase consisting of a space seperated list of words
        """
        data = to_bytes(data)
        data_int = change_base(data, 256, 10)

        if check_on_curve and not 0 < data_int < secp256k1_n:
            raise ValueError("Integer value of data should be in secp256k1 domain between 1 and secp256k1_n-1")

        if add_checksum:
            binresult = change_base(data_int, 10, 2, len(data) * 8) + self.checksum(data)
            wi = change_base(binresult, 2, 2048)
        else:
            wi = change_base(data_int, 10, 2048)

        return normalize_string(' '.join([self._wordlist[i] for i in wi]))


[docs]    def generate(self, strength=128, add_checksum=True, encoding=True):
        """
        Generate a random Mnemonic key

        Uses cryptographically secure os.urandom() function to generate data. Then creates a Mnemonic sentence with
        the 'to_mnemonic' method.
        :param strength: Key strength in number of bits, default is 128 bits. It advised to specify 128 bits or more,
        i.e.: 128, 256, 512 or 1024
        :type strength: int
        :param add_checksum: Included a checksum? Default is True
        :type add_checksum: bool
        :param encoding
        :type encoding: bool

        :return str: Mnemonic passphrase consisting of a space seperated list of words
        """
        if strength % 32 > 0:
            raise ValueError("Strenght should be divisible by 32")

        data = os.urandom(strength // 8)
        ceed = self.to_mnemonic(data, add_checksum=add_checksum)

        return ceed.encode('utf-8') if encoding else ceed






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.network

# -*- coding: utf-8 -*-
from .grambitcoincommon import GramBitcoinCommon
from .bitcoinerrors import *


[docs]class Network(GramBitcoinCommon):
    """
    Methods from `Network` section https://bitcoincore.org/en/doc/0.17.0/.

    :param str url (optional):          Node URI in format http://alice:bob@127.0.0.1:18332
    :param object gram (optional):      GramBitcoin object
    :param int read_timeout (20):       Request operations timeout

    Note: You must pass at least one parameter or `url` or `gram` (with active session).
    """

    def __init__(self, url=None, gram=None, read_timeout=20):
        super().__init__(url=url, gram=gram, read_timeout=read_timeout)

[docs]    async def clear_banned(self) -> None:
        """
        Clear all banned IPs.
        :return: None
        """
        await self.call_method('clearbanned')


[docs]    async def get_network_info(self) -> dict:
        """
        :return: Returns an object containing various state info regarding P2P networking.
        """
        return (
            await self.call_method('getnetworkinfo')
        )['result']


[docs]    async def get_peer_info(self, to_list: bool = True) -> list or not list:
        """
        :param to_list: will return list or genexpr
        :return: Returns data about each connected network node as a json array of objects.
        """
        peers_info = (
            await self.call_method('getpeerinfo')
        )['result']

        return peers_info if to_list else (peer_info for peer_info in peers_info)


[docs]    async def list_banned(self, to_list: bool = True) -> list or not list:
        """
        :param to_list:
        :return: List all banned IPs/Subnets.
        """
        banned_lst = (
            await self.call_method('listbanned')
        )['result']

        return banned_lst if to_list else (el for el in banned_lst)


[docs]    async def ping(self) -> None:
        """
        Requests that a ping be sent to all other nodes, to measure ping time.
        Results provided in getpeerinfo, pingtime and pingwait fields are decimal seconds.
        Ping command is handled in queue with all other commands, so it measures processing backlog, not just
        network ping.
        :return: None
        """
        await self.call_method('ping')


[docs]    async def set_ban(self, subnet: str, command: str = 'add',
                      bantime: int = 0, absolute: bool = False) -> None or InvalidIpOrSubnet:
        """
        Attempts to add or remove an IP/Subnet from the banned list.
        :param subnet: The IP/Subnet (see getpeerinfo for nodes IP) with an optional netmask
        (default is /32 = single IP)
        :param command: 'add' to add an IP/Subnet to the list, 'remove' to remove an IP/Subnet from the list
        :param bantime: Time in seconds how long (or until when if [absolute] is set) the IP is banned
        (0 or empty means using the default time of 24h which can also be overwritten by the -bantime startup argument)
        :param absolute: If set, the bantime must be an absolute timestamp in seconds since epoch (Jan 1 1970 GMT)
        :return: None
        """
        error = (
            await self.call_method('setban', subnet, command, bantime, absolute)
        )['error']

        if error and error['code'] == -30:
            raise InvalidIpOrSubnet






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.util

# -*- coding: utf-8 -*-
# -*- coding: utf-8 -*-
from .grambitcoincommon import GramBitcoinCommon


[docs]class Util(GramBitcoinCommon):
    """
    Methods from `Util` section https://bitcoincore.org/en/doc/0.17.0/.

    :param str url (optional):          Node URI in format http://alice:bob@127.0.0.1:18332
    :param object gram (optional):      GramBitcoin object
    :param int read_timeout (20):       Request operations timeout

    Note: You must pass at least one parameter or `url` or `gram` (with active session).
    """

    def __init__(self, url=None, gram=None, read_timeout=20):
        super().__init__(url=url, gram=gram, read_timeout=read_timeout)

[docs]    async def validate_address(self, addr: str) -> bool:
        """
        Return information about the given bitcoin address.
        :param addr: bitcoin address
        :return: boolean value
        """
        return (
            await self.call_method('validateaddress', addr)
        )['result']['isvalid']






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.wallet

# -*- coding: utf-8 -*-
from .grambitcoincommon import GramBitcoinCommon
from aiobitcoin import bitcointools
from .blockchain import Blockchain
from .bitcoinerrors import *


[docs]class Wallet(GramBitcoinCommon):
    """
    Methods from `Wallet` section https://bitcoincore.org/en/doc/0.17.0/.

    :param str url (optional):          Node URI in format http://alice:bob@127.0.0.1:18332
    :param object gram (optional):      GramBitcoin object
    :param int read_timeout (20):       Request operations timeout

    Note: You must pass at least one parameter or `url` or `gram` (with active session).
    """

    def __init__(self, url=None, gram=None, read_timeout=20):
        super().__init__(url=url, gram=gram, read_timeout=read_timeout)

[docs]    async def import_address(self, addr: str, rescan: bool = False) -> None or PrivateKeyForThisAddressAlreadyInWallet:
        """
        Adds an address or script (in hex) that can be watched as if it were in your wallet but cannot be used to spend.
        :param addr: bitcoin address
        :param rescan: activate rescanning blockchain after importing
        :return: boolean value
        """
        error = (
            await self.call_method('importaddress', addr, '', rescan)
        )['error']

        if error is not None and error['code'] == -4:
            raise PrivateKeyForThisAddressAlreadyInWallet


[docs]    async def import_priv_key(self, wif: str) -> None or InvalidPrivateKeyEncoding:
        """
        Adds a private key (as returned by dumpprivkey) to your wallet.
        :param wif: bitcoin private key
        :return: boolean value
        """
        error = (
            await self.call_method('importprivkey', wif, "", False)
        )['error']

        if error is not None and error['code'] == -5:
            raise InvalidPrivateKeyEncoding


[docs]    async def get_balance(self) -> float:
        """
        Returns the total available balance.
        :return: total balance
        """
        return (
            await self.call_method('getbalance')
        )['result']


[docs]    async def list_transactions(self,
                                count: int = 100,
                                include_watchonly: bool = True,
                                to_list: bool = True) -> list or not list:
        """
        Returns up to 'count' most recent transactions.
        :param count: The number of transactions to return
        :param include_watchonly: Include transactions to watch-only addresses
        :param to_list: will return list or genexpr
        :return: list of transactions
        """
        list_txs = (
            await self.call_method('listtransactions', '*', count, 0, include_watchonly)
        )['result']

        if to_list:
            return list_txs

        return (tx for tx in list_txs)


[docs]    async def rescan_blockchain(self, days_ago: int, full_rescan: bool = False) -> bool:
        """
        Rescan the local blockchain for wallet related transactions.
        :param days_ago: how many days the blockchain rescanning will pass
        :param full_rescan: blockchain rescanning will start from block 1
        :return: boolean value
        """
        blocks_ago = await bitcointools.calc_blocks_by_days(days_ago)

        async with Blockchain(url=self.url, read_timeout=self.read_timeout) as blockchain:
            total_blocks = (
                await blockchain.get_blockchain_info()
            )['blocks']

        block_height = 1 if full_rescan else total_blocks - blocks_ago
        error = (
            await self.call_method('rescanblockchain', block_height)
        )['error']

        return True if not error else False


[docs]    async def send_to_address(self, addr: str, amount: int or float) -> None or InvalidAddress:
        """
        Send an amount to a given address.
        :param addr: Bitcoin address
        :param amount: amount to send
        :return: tx hash
        """
        error = (
            await self.call_method('sendtoaddress', addr, amount)
        )['error']

        if error is not None and error['code'] == -5:
            raise InvalidAddress






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.tools.bip32

# -*- coding: utf-8 -*-

# Copyright (C) 2017-2019 The btclib developers 2019 mkbeh
#
# This file is part of btclib. It is subject to the license terms in the
# LICENSE file found in the top-level directory of this distribution.
#
# No part of btclib including this file, may be copied, modified, propagated,
# or distributed except according to the terms contained in the LICENSE file.

"""BIP32 Hierarchical Deterministic Wallet functions.

A deterministic wallet is a hash-chain of private/public key pairs that
derives from a single root, which is the only element requiring backup.
Moreover, there are schemes where public keys can be calculated without
accessing private keys.

A hierarchical deterministic wallet is a tree of multiple hash-chains,
derived from a single root, allowing for selective sharing of keypair
chains.

Here, the HD wallet is implemented according to BIP32 bitcoin standard
https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki.
"""

from hmac import HMAC
from hashlib import sha512

from . import base58
from .curve import mult
from .curves import secp256k1 as ec
from .utils import Octets, int_from_octets, octets_from_point


# VERSION BYTES =      4 bytes     Base58 encode starts with
MAINNET_PRV = b'\x04\x88\xAD\xE4'  # xprv
TESTNET_PRV = b'\x04\x35\x83\x94'  # tprv
SEGWIT_PRV = b'\x04\xb2\x43\x0c'
PRV = (MAINNET_PRV, TESTNET_PRV, SEGWIT_PRV)

MAINNET_PUB = b'\x04\x88\xB2\x1E'  # xpub
TESTNET_PUB = b'\x04\x35\x87\xCF'  # tpub
SEGWIT_PUB = b'\x04\xb2\x47\x46'
PUB = (MAINNET_PUB, TESTNET_PUB, SEGWIT_PUB)

MAINNET_ADDRESS = b'\x00'          # 1
TESTNET_ADDRESS = b'\x6F'          # m or n
ADDRESS = (MAINNET_ADDRESS, TESTNET_ADDRESS)

# [  : 4] version
# [ 4: 5] depth
# [ 5: 9] parent pubkey fingerprint
# [ 9:13] child index
# [13:45] chain code
# [45:78] key (private/public)


[docs]def xmprv_from_seed(seed: Octets, version: Octets, decode: bool = True) -> bytes:
    """derive the master extended private key from the seed"""

    if isinstance(version, str):  # hex string
        version = bytes.fromhex(version)
    if version not in PRV:
        m = f"invalid private version ({version})"
        raise ValueError(m)

    # serialization data
    xmprv = version                               # version
    xmprv += b'\x00'                              # depth
    xmprv += b'\x00\x00\x00\x00'                  # parent pubkey fingerprint
    xmprv += b'\x00\x00\x00\x00'                  # child index

    # actual extended key (key + chain code) derivation
    if isinstance(seed, str):  # hex string
        seed = bytes.fromhex(seed)

    hd = HMAC(b"Bitcoin seed", seed, sha512).digest()
    mprv = int_from_octets(hd[:32])
    xmprv += hd[32:]                              # chain code
    xmprv += b'\x00' + mprv.to_bytes(32, 'big')   # private key
    xmprv = base58.encode_check(xmprv)

    return xmprv.decode('utf-8') if decode else xmprv



[docs]def xpub_from_xprv(xprv: Octets, decode: bool = True) -> bytes:
    """Neutered Derivation (ND)

    Computation of the extended public key corresponding to an extended
    private key (“neutered” as it removes the ability to sign transactions)
    """

    xprv = base58.decode_check(xprv, 78)
    if xprv[45] != 0:
        raise ValueError("extended key is not a private one")

    i = PRV.index(xprv[:4])

    # serialization data
    xpub = PUB[i]                              # version
    # unchanged serialization data
    xpub += xprv[4: 5]                         # depth
    xpub += xprv[5: 9]                         # parent pubkey fingerprint
    xpub += xprv[9:13]                         # child index
    xpub += xprv[13:45]                        # chain code

    p = int_from_octets(xprv[46:])
    P = mult(ec, p)
    xpub += octets_from_point(ec, P, True)          # public key
    xpub = base58.encode_check(xpub)

    return xpub.decode('utf-8') if decode else xpub





          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.tools.key.BIP32Node

# -*- coding: utf-8 -*-

# The MIT License (MIT)
#
# Copyright (c) 2013 by Richard Kiss
# Copyright (c) 2019 July by mkbeh
#
# Permission is hereby granted, free of charge, to any person obtaining a copy
# of this software and associated documentation files (the "Software"), to deal
# in the Software without restriction, including without limitation the rights
# to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
# copies of the Software, and to permit persons to whom the Software is
# furnished to do so, subject to the following conditions:
#
# The above copyright notice and this permission notice shall be included in
# all copies or substantial portions of the Software.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
# IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
# FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
# AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
# LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
# OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
# THE SOFTWARE.

"""
A BIP0032-style hierarchical wallet.

Implement a BIP0032-style hierarchical wallet which can create public
or private wallet keys. Each key can create many child nodes. Each node
has a wallet key and a corresponding private & public key, which can
be used to generate Bitcoin addresses or WIF private keys.

At any stage, the private information can be stripped away, after which
descendants can only produce public keys.

Private keys can also generate "hardened" children, which cannot be
generated by the corresponding public keys. This is useful for generating
"change" addresses, for example, which there is no need to share with people
you give public keys to.
"""


import hashlib
import hmac
import itertools
import struct

from ..encoding import a2b_hashed_base58, b2a_hashed_base58, from_bytes_32, to_bytes_32
from ..encoding import sec_to_public_pair, public_pair_to_hash160_sec, EncodingError
from ..networks import prv32_prefix_for_netcode, pub32_prefix_for_netcode
from .validate import netcode_and_type_for_data
from .Key import Key
from .bip32 import subkey_public_pair_chain_code_pair, subkey_secret_exponent_chain_code_pair


[docs]class PublicPrivateMismatchError(Exception):
    pass



[docs]class BIP32Node(Key):
    """
    This is a deterministic wallet that complies with BIP0032
    https://en.bitcoin.it/wiki/BIP_0032
    """
[docs]    @classmethod
    def from_master_secret(cls, master_secret, netcode='BTC'):
        """Generate a Wallet from a master password."""
        I64 = hmac.HMAC(key=b"Bitcoin seed", msg=master_secret, digestmod=hashlib.sha512).digest()
        return cls(netcode=netcode, chain_code=I64[32:], secret_exponent=from_bytes_32(I64[:32]))


[docs]    @classmethod
    def from_hwif(cls, b58_str, allow_subkey_suffix=True):
        """Generate a Wallet from a base58 string in a standard way."""
        # : support subkey suffixes

        data = a2b_hashed_base58(b58_str)
        netcode, key_type, length = netcode_and_type_for_data(data)

        if key_type not in ("pub32", "prv32"):
            raise EncodingError("bad wallet key header")

        is_private = (key_type == 'prv32')
        parent_fingerprint, child_index = struct.unpack(">4sL", data[5:13])

        d = dict(netcode=netcode, chain_code=data[13:45], depth=ord(data[4:5]),
                 parent_fingerprint=parent_fingerprint, child_index=child_index)

        if is_private:
            if data[45:46] != b'\0':
                raise EncodingError("private key encoded wrong")
            d["secret_exponent"] = from_bytes_32(data[46:])
        else:
            d["public_pair"] = sec_to_public_pair(data[45:])

        return cls(**d)


    from_wallet_key = from_hwif

    def __init__(self, netcode, chain_code, depth=0, parent_fingerprint=b'\0\0\0\0',
                 child_index=0, secret_exponent=None, public_pair=None):
        """Don't use this. Use a classmethod to generate from a string instead."""

        if [secret_exponent, public_pair].count(None) != 1:
            raise ValueError("must include exactly one of public_pair and secret_exponent")

        super(BIP32Node, self).__init__(
            secret_exponent=secret_exponent, public_pair=public_pair, prefer_uncompressed=False,
            is_compressed=True, is_pay_to_script=False, netcode=netcode)

        if secret_exponent:
            self._secret_exponent_bytes = to_bytes_32(secret_exponent)

        if not isinstance(chain_code, bytes):
            raise TypeError("chain code must be bytes")

        if len(chain_code) != 32:
            raise ValueError("chain code wrong length")

        self._netcode = netcode
        self._chain_code = chain_code
        self._depth = depth

        if len(parent_fingerprint) != 4:
            raise EncodingError("parent_fingerprint wrong length")

        self._parent_fingerprint = parent_fingerprint
        self._child_index = child_index
        self._prefer_uncompressed = False
        self._subkey_cache = dict()

[docs]    def chain_code(self):
        return self._chain_code


[docs]    def tree_depth(self):
        return self._depth


[docs]    def parent_fingerprint(self):
        return self._parent_fingerprint


[docs]    def child_index(self):
        return self._child_index


[docs]    def serialize(self, as_private=None):
        """Yield a 78-byte binary blob corresponding to this node."""
        if as_private is None:
            as_private = self.secret_exponent() is not None

        if self.secret_exponent() is None and as_private:
            raise PublicPrivateMismatchError("public key has no private parts")

        ba = bytearray()
        if as_private:
            ba.extend(prv32_prefix_for_netcode(self._netcode))
        else:
            ba.extend(pub32_prefix_for_netcode(self._netcode))

        ba.extend([self._depth])
        ba.extend(self._parent_fingerprint + struct.pack(">L", self._child_index) + self._chain_code)

        if as_private:
            ba += b'\0' + self._secret_exponent_bytes
        else:
            ba += self.sec(use_uncompressed=False)

        return bytes(ba)


[docs]    def fingerprint(self):
        return public_pair_to_hash160_sec(self.public_pair(), compressed=True)[:4]


[docs]    def hwif(self, as_private=False):
        """Yield a 111-byte string corresponding to this node."""
        return b2a_hashed_base58(self.serialize(as_private=as_private))


    as_text = hwif
    wallet_key = hwif

[docs]    def public_copy(self):
        """Yield the corresponding public node for this node."""
        return self.__class__(netcode=self._netcode, chain_code=self._chain_code,
                              depth=self._depth, parent_fingerprint=self._parent_fingerprint,
                              child_index=self._child_index, public_pair=self.public_pair())


    def _subkey(self, i, is_hardened, as_private):
        if i < 0:
            raise ValueError("i can't be negative")

        if i >= 0x80000000:
            raise ValueError("subkey index 0x%x too large" % i)

        i &= 0x7fffffff
        if is_hardened:
            i |= 0x80000000

        d = dict(netcode=self._netcode, depth=self._depth+1,
                 parent_fingerprint=self.fingerprint(), child_index=i)

        if self.secret_exponent() is None:
            if is_hardened:
                raise PublicPrivateMismatchError("can't derive a private key from a public key")

            d["public_pair"], chain_code = subkey_public_pair_chain_code_pair(
                self.public_pair(), self._chain_code, i)
        else:
            d["secret_exponent"], chain_code = subkey_secret_exponent_chain_code_pair(
                self.secret_exponent(), self._chain_code, i, is_hardened, self.public_pair())

        d["chain_code"] = chain_code
        key = self.__class__(**d)

        if not as_private:
            key = key.public_copy()

        return key

    def __repr__(self):
        r = self.as_text(as_private=False)

        if self.secret_exponent():
            return "private_for <%s>" % r

        return "<%s>" % r

[docs]    def subkey(self, i=0, is_hardened=False, as_private=None):
        """Yield a child node for this node.

        i: the index for this node.
        is_hardened: use "hardened key derivation". That is, the public version
            of this node cannot calculate this child.
        as_private: set to True to get a private subkey."""
        if as_private is None:
            as_private = self.secret_exponent() is not None

        is_hardened = not not is_hardened
        as_private = not not as_private
        lookup = (i, is_hardened, as_private)

        if lookup not in self._subkey_cache:
            self._subkey_cache[lookup] = self._subkey(i, is_hardened, as_private)

        return self._subkey_cache[lookup]


[docs]    def subkey_for_path(self, path):
        """
        path: a path of subkeys denoted by numbers and slashes. Use H or p
            for private key derivation. End with .pub to force the key
            public.

        Examples: 1H/5/2/1 would call subkey(i=1, is_hardened=True)
            .subkey(i=5).subkey(i=2).subkey(i=1) and then yield the
            private key 0/0/458.pub would call subkey(i=0).subkey(i=0)
            .subkey(i=458) and then yield the public key

        You should choose one of the H or p convention for private key
        derivation and stick with it.
        """
        force_public = (path[-4:] == '.pub')

        if force_public:
            path = path[:-4]

        key = self
        if path:
            invocations = path.split("/")
            for v in invocations:
                is_hardened = v[-1] in ("'pH")

                if is_hardened:
                    v = v[:-1]

                v = int(v)
                key = key.subkey(i=v, is_hardened=is_hardened, as_private=key.secret_exponent() is not None)

        if force_public and key.secret_exponent() is not None:
            key = key.public_copy()

        return key


[docs]    def subkeys(self, path):
        """
        A generalized form that can return multiple subkeys.
        """
        if path == '':
            yield self
            return

        def range_iterator(the_range):
            for r in the_range.split(","):
                is_hardened = r[-1] in "'pH"

                if is_hardened:
                    r = r[:-1]

                hardened_char = "H" if is_hardened else ''
                if '-' in r:
                    low, high = [int(x) for x in r.split("-", 1)]
                    for t in range(low, high+1):
                        yield "%d%s" % (t, hardened_char)
                else:
                    yield "%s%s" % (r, hardened_char)

        def subkey_iterator(subkey_paths):
            # examples:
            #   0/1H/0-4 => ['0/1H/0', '0/1H/1', '0/1H/2', '0/1H/3', '0/1H/4']
            #   0/2,5,9-11 => ['0/2', '0/5', '0/9', '0/10', '0/11']
            #   3H/2/5/15-20p => ['3H/2/5/15p', '3H/2/5/16p', '3H/2/5/17p', '3H/2/5/18p',
            #          '3H/2/5/19p', '3H/2/5/20p']
            #   5-6/7-8p,15/1-2 => ['5/7H/1', '5/7H/2', '5/8H/1', '5/8H/2',
            #         '5/15/1', '5/15/2', '6/7H/1', '6/7H/2', '6/8H/1', '6/8H/2', '6/15/1', '6/15/2']

            components = subkey_paths.split("/")
            iterators = [range_iterator(c) for c in components]

            for v in itertools.product(*iterators):
                yield '/'.join(v)

        for subkey in subkey_iterator(path):
            yield self.subkey_for_path(subkey)


[docs]    def children(self, max_level=50, start_index=0, include_hardened=True):
        for i in range(start_index, max_level+start_index+1):
            yield self.subkey(i)
            if include_hardened:
                yield self.subkey(i, is_hardened=True)






          

      

      

    

  

    
      
          
            
  Source code for aiobitcoin.tools.key.Key

# -*- coding: utf-8 -*-
from aiobitcoin.tools import ecdsa
from aiobitcoin.tools.encoding import EncodingError, a2b_hashed_base58, \
    from_bytes_32, hash160, hash160_sec_to_bitcoin_address, \
    is_sec_compressed, public_pair_to_sec, public_pair_to_hash160_sec, \
    sec_to_public_pair, secret_exponent_to_wif
from aiobitcoin.tools.key.validate import netcode_and_type_for_data
from aiobitcoin.tools.networks import address_prefix_for_netcode, wif_prefix_for_netcode
from aiobitcoin.tools.networks.default import get_current_netcode
from aiobitcoin.tools.serialize import b2h
from aiobitcoin.tools.tx.script.der import sigencode_der, sigdecode_der


[docs]class InvalidPublicPairError(ValueError):
    pass



[docs]class InvalidSecretExponentError(ValueError):
    pass



[docs]class Key(object):
    def __init__(self, secret_exponent=None, public_pair=None, hash160=None,
                 prefer_uncompressed=None, is_compressed=None, is_pay_to_script=False, netcode=None):
        """
        secret_exponent:
            a long representing the secret exponent
        public_pair:
            a tuple of long integers on the ecdsa curve
        hash160:
            a hash160 value corresponding to a bitcoin address

        Include at most one of secret_exponent, public_pair or hash160.

        prefer_uncompressed:
            whether or not to produce text outputs as compressed or uncompressed.

        is_pay_to_script:
            whether or not this key is for a pay-to-script style transaction

        netcode:
            the code for the network (as defined in pycoin.networks)

        Include at most one of secret_exponent, public_pair or hash160.
        prefer_uncompressed, is_compressed (booleans) are optional.
        """

        if is_compressed is None:
            is_compressed = False if hash160 else True

        if netcode is None:
            netcode = get_current_netcode()

        if [secret_exponent, public_pair, hash160].count(None) != 2:
            raise ValueError("exactly one of secret_exponent, public_pair, hash160 must be passed.")

        if prefer_uncompressed is None:
            prefer_uncompressed = not is_compressed

        self._prefer_uncompressed = prefer_uncompressed
        self._secret_exponent = secret_exponent
        self._public_pair = public_pair
        self._hash160_uncompressed = None
        self._hash160_compressed = None

        if hash160:
            if is_compressed:
                self._hash160_compressed = hash160
            else:
                self._hash160_uncompressed = hash160

        self._netcode = netcode

        if self._public_pair is None and self._secret_exponent is not None:
            if self._secret_exponent < 1 \
                    or self._secret_exponent >= ecdsa.generator_secp256k1.order():
                raise InvalidSecretExponentError()

            public_pair = ecdsa.public_pair_for_secret_exponent(
                ecdsa.generator_secp256k1, self._secret_exponent)
            self._public_pair = public_pair

        if self._public_pair is not None \
                and (None in self._public_pair or
                     not ecdsa.is_public_pair_valid(ecdsa.generator_secp256k1, self._public_pair)):
            raise InvalidPublicPairError()

[docs]    @classmethod
    def from_text(cls, text, is_compressed=False):
        """
        This function will accept a BIP0032 wallet string, a WIF, or a bitcoin address.

        The "is_compressed" parameter is ignored unless a public address is passed in.
        """

        data = a2b_hashed_base58(text)
        netcode, key_type, length = netcode_and_type_for_data(data)
        data = data[1:]

        if key_type in ("pub32", "prv32"):
            # : fix this... it doesn't belong here
            from aiobitcoin.tools.key.BIP32Node import BIP32Node
            return BIP32Node.from_wallet_key(text)

        if key_type == 'wif':
            is_compressed = (len(data) > 32)
            if is_compressed:
                data = data[:-1]

            return Key(
                secret_exponent=from_bytes_32(data),
                prefer_uncompressed=not is_compressed, netcode=netcode)

        if key_type == 'address':
            return Key(hash160=data, is_compressed=is_compressed, netcode=netcode)

        raise EncodingError("unknown text: %s" % text)


[docs]    @classmethod
    def from_sec(class_, sec, netcode=None):
        """
        Create a key from an sec bytestream (which is an encoding of a public pair).
        """
        public_pair = sec_to_public_pair(sec)
        return class_(public_pair=public_pair, is_compressed=is_sec_compressed(sec), netcode=netcode)


[docs]    def is_private(self):
        return self.secret_exponent() is not None


[docs]    def secret_exponent(self):
        """
        Return an integer representing the secret exponent (or None).
        """
        return self._secret_exponent


[docs]    def wif(self, use_uncompressed=None):
        """
        Return the WIF representation of this key, if available.
        If use_uncompressed is not set, the preferred representation is returned.
        """
        wif_prefix = wif_prefix_for_netcode(self._netcode)
        secret_exponent = self.secret_exponent()

        if secret_exponent is None:
            return None

        return secret_exponent_to_wif(secret_exponent,
                                      compressed=not self._use_uncompressed(use_uncompressed),
                                      wif_prefix=wif_prefix)


[docs]    def public_pair(self):
        """
        Return a pair of integers representing the public key (or None).
        """
        return self._public_pair


[docs]    def netcode(self):
        """
        Return the netcode
        """
        return self._netcode


[docs]    def sec(self, use_uncompressed=None):
        """
        Return the SEC representation of this key, if available.
        If use_uncompressed is not set, the preferred representation is returned.
        """
        public_pair = self.public_pair()

        if public_pair is None:
            return None

        return public_pair_to_sec(public_pair, compressed=not self._use_uncompressed(use_uncompressed))


[docs]    def sec_as_hex(self, use_uncompressed=None):
        """
        Return the SEC representation of this key as hex text.
        If use_uncompressed is not set, the preferred representation is returned.
        """
        sec = self.sec(use_uncompressed=use_uncompressed)

        if sec is None:
            return None

        return b2h(sec)


[docs]    def hash160(self, use_uncompressed=None):
        """
        Return the hash160 representation of this key, if available.
        If use_uncompressed is not set, the preferred representation is returned.
        """
        use_uncompressed = self._use_uncompressed(use_uncompressed)

        if self.public_pair() is None:
            if use_uncompressed:
                return self._hash160_uncompressed
            return self._hash160_compressed

        if use_uncompressed:
            if self._hash160_uncompressed is None:
                self._hash160_uncompressed = hash160(self.sec(use_uncompressed=use_uncompressed))
            return self._hash160_uncompressed

        if self._hash160_compressed is None:
            self._hash160_compressed = hash160(self.sec(use_uncompressed=use_uncompressed))

        return self._hash160_compressed


[docs]    def address(self, use_uncompressed=None):
        """
        Return the public address representation of this key, if available.
        If use_uncompressed is not set, the preferred representation is returned.
        """
        address_prefix = address_prefix_for_netcode(self._netcode)
        hash160 = self.hash160(use_uncompressed=use_uncompressed)

        if hash160:
            return hash160_sec_to_bitcoin_address(hash160, address_prefix=address_prefix)

        return None


    bitcoin_address = address

[docs]    def as_text(self):
        """
        Return a textual representation of this key.
        """
        if self.secret_exponent():
            return self.wif()

        sec_hex = self.sec_as_hex()
        if sec_hex:
            return sec_hex

        return self.address()


[docs]    def public_copy(self):
        if self.secret_exponent() is None:
            return self

        return Key(public_pair=self.public_pair(), prefer_uncompressed=self._prefer_uncompressed,
                   is_compressed=(self._hash160_compressed is not None), netcode=self._netcode)


[docs]    def subkey(self, path_to_subkey):
        """
        Return the Key corresponding to the hierarchical wallet's subkey
        """
        return self


[docs]    def subkeys(self, path_to_subkeys):
        """
        Return an iterator yielding Keys corresponding to the
        hierarchical wallet's subkey path (or just this key).
        """
        yield self


[docs]    def sign(self, h):
        """
        Return a der-encoded signature for a hash h.
        Will throw a RuntimeError if this key is not a private key
        """
        if not self.is_private():
            raise RuntimeError("Key must be private to be able to sign")

        val = from_bytes_32(h)
        r, s = ecdsa.sign(ecdsa.generator_secp256k1, self.secret_exponent(), val)

        return sigencode_der(r, s)


[docs]    def verify(self, h, sig):
        """
        Return whether a signature is valid for hash h using this key.
        """
        val = from_bytes_32(h)
        pubkey = self.public_pair()
        rs = sigdecode_der(sig)

        if self.public_pair() is None:
            # find the pubkey from the signature and see if it matches
            # our key
            possible_pubkeys = ecdsa.possible_public_pairs_for_signature(
                ecdsa.generator_secp256k1, val, rs)
            hash160 = self.hash160()

            for candidate in possible_pubkeys:
                if hash160 == public_pair_to_hash160_sec(candidate, True):
                    pubkey = candidate
                    break

                if hash160 == public_pair_to_hash160_sec(candidate, False):
                    pubkey = candidate
                    break
            else:
                # signature is using a pubkey that's not this key
                return False

        return ecdsa.verify(ecdsa.generator_secp256k1, pubkey, val, rs)


    def _use_uncompressed(self, use_uncompressed=None):
        if use_uncompressed:
            return use_uncompressed

        if use_uncompressed is None:
            return self._prefer_uncompressed

        return False

    def __repr__(self):
        r = self.public_copy().as_text()

        if self.is_private():
            return "private_for <%s>" % r

        return "<%s>" % r
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